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Digital governance

®m JFE Group digital governance framework

Group digital governance structure is embedded in the corporate governance framework. JFE GI'OUI] Declaratlon Of CVhEI‘SEGUI‘ItV Management

JFE Holdings Example: JFE Steel
A Management Committ . . .
Board of Directors Il Recognize cybersecurity as a management issue
| | IT/DS Steering Committee The JFE Group recognizes cyber-related risk as a key management priority. We shall enhance our own understanding of the
Chair: President (CEO) . . . T . .
Group CSR Council g;outp Macnagem{etm Members: Executive Vice President, officers in charge of business planning, capital latest cybersecurity developments and actively engage in management by positioning cybersecurity spending as an
rate ommittee i i . . . .
gy investment, and marketing, heads of steelworks, etc. investment that is critical to DX promotion.
Chair: CEO (President) Chair: CEO (President) — Areas of deliberations/reporting: Digital strategy, important items, evaluation of results, etc. . . . . s . . . .
Members: Executive Vice Members: Executive Vice I In facing the risks associated with digitalization, management recognizes the importance of strengthening cybersecurity
breskont, Gorporete fresider, Sorporste IT Innovation Leading Department across the entire supply chain, and will exercise leadership as it implements measures under its responsibility. Members of
(AN GORTREIIER, OIRBIELITT) GUFEIES: management shall chair cybersecurity-related committees at JFE Holdings and its three operating companies, promote
Audit & Supervisory Audit & Supervisory D p .
ata Science Cyber Security Business Process . . . . . .
Board members Board members Project Department Management Department Innovation Team constructive discussions, validate various measures, and allocate appropriate resources to whatever measures deemed
Areas of deliberations/reporting: Areas of deliberations/reporting: necessary.
Compliance, environment, internal Strategy, important items t Coordination
controls, information security N A
Head office divisions, steelworks

H Determine management policies and declare intentions

The JFE Group shall determine management policies and draft a business continuity plan (BCP) aimed at quick recovery in the
event of a cybersecurity incident, emphasizing not only identification and defense, but also detection, response, and recovery.

Every year, the JFE Group shall lay out a cybersecurity action plan for the Group, reflecting a review of risk identification,
defense mechanisms, and guidelines for responding to an information security incident. Also, the JFE Group shall strengthen

incident response capabilities through regular drills and prepare the BCP. Furthermore, the JFE Group shall periodically
In line with the Declaration of Cybersecurity Management, we are strengthening our management-led cybersecurity countermeasures, conduct cybersecurity audits on JFE Group companies. Through these efforts, the JFE Group aims to steadily raise the level of
primarily at JFE-SIRT, in response to increasingly serious and sophisticated cyberthreats. the overall Group.

Declarati f Cvb itv M t T T ——— Management shall take the lead in declaring companies’ intentions to internal and external stakeholders, and make every
eclaration of Cybersecurity Managemen

effort to voluntarily disclose recognized risks and measures to deal with them, in corporate reporting.

Security management

B JFE Group security management structure

1. Recognize cybersecurity as a management issue ) N ) Direction and supervision
''''''''''''''''''''''''''''''''''''''''''''''''''''''''' Reporting on policies, action plans, efc. H Build internal and external systems and implement security measures
2. Determine management policies and declare intentions Group CSR Council Chair: CEO (President) * Chief Information Securit
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr Regular reporting and deliberation (sharing of risk information) Offr (CISO): The ofcet in The JFE Group shall establish internal systems mainly through JFE-SIRT, ensure sufficient resources including budgets and
3. Build internal and external systems and implement JFE Group Information Security Committee charge of information . .
secuity measures FE Group Chief Information Security Officer” securly, who i responsile personnel, and take necessary human, technical, and physical measures.
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Plannm% and Decision ;%’d"af:m‘ﬁn”;‘]fn”;gﬁg:”‘ Using various internal and external human resources development programs, the JFE Group shall cultivate the skills of
4. Encourage widespread use of cybersafe products, DIOpCSs making and organizations high-level, professional staff with detailed knowledge of cybersecurity and shall work with external specialists to leverage the
systems, and services JFE-SIRT ) ) i ) ) L
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Auditing and Reporting i benefits of sharing know-how. The JFE Group shall strive to educate and motivate employees at every level in all divisions at
monitoring xecution . .. . T .
5. Help build safe and secure ecosystems each company under the JFE Group umbrella through in-house training and drills, as well as participation in cross-industry

eXxercises.
The JFE Group shall strive to address the entire supply chain, including overseas, using cybersecurity guidelines and

System monitoring overview frameworks, cooperating with government activities to support cybersecurity measures, and monitoring cybersecurity

measures at subcontractors and other parties.

W Cybersecurity monitoring initiatives

: JFE Group . i i
H:::ﬁ ;‘mw:ltl':: Chief Information Security Officer J(FJEFE?W: soc) A Encourage widespread use of cybersafe products, systems, and services
ystems . S . .
* Formulation of « Action plan The JFE Group shall manage cybersecurity across the full spectrum of corporate activity, including development, design,
Sanarts. incldent response team < Impact sy ¢ sy Operat roduction, and supply of products, systems, and services
ining/dri = « Eradication : y Operation p ) pply ot p , Sy , .
e Training/drills . JFE—S,RT response Center.
o Audits R i s The ptrgan'\zitwonkthatd
monitors networks ant i
Gevices by detecting and B Help build safe and secure ecosystems
analyzing cyberattacks and . . - . - .
JFE-SIRT*! advising how to respond The JFE Group shall collaborate with relevant government agencies, organizations, industry associations, and other bodies to
i actively share information, engage in dialogue, and build human networks, both in Japan and internationally. The JFE Group
Common platforms Incident responses
« Consideration of » System monitoring Steel Engineering Shoji shall contribute to reinforcement of cybersecurity throughout global society by raising awareness of measures taken on the

security platform

* Accident responses

 Coordination with Group companies  Group companies  Group companies
outside institutions

basis of such information.

* Introduction to Group
companies

® 365-day, 24-hour monitoring of 60,000 nodes including mission-critical systems, Revised January 2023

servers, and terminals in Japan and overseas

*1 JFE-SIRT: A CSIRT*2 responsible for responding to incidents of information security, as well as planning, o Detects suspicious behavior and signs of infiltration, carries out initial response
proposing, and promoting Groupwide measures, auditing Group companies, and reviewing security policy through to containment !

*2 CSIRT: Computer Security Incident Response Team. A general term for a group that responds to internal
computer security-related incidents
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