
Groupwide Initiatives

JFE Group digital governance framework

Designation standards and JFE’s position under DX certification structure (Ministry of Economy, Trade and Industry)

Group digital governance structure is embedded in the corporate governance framework

JFE Holdings Example: JFE Steel

Board of Directors

Areas of deliberation/reporting: 
Compliance, environment, internal 
controls, information security

Areas of deliberation/reporting: 
Strategy, important items

Chair: CEO (President)
Members: Executive Vice President, 
Corporate Officers, CEOs of three 
operating companies, Audit & 
Supervisory Board Members

Chair: CEO (President)
Members: Executive Vice President, 
Corporate Officers, CEOs of three 
operating companies, Audit & 
Supervisory Board Members

IT/DS Steering Committee
Chair: CEO (President)
Members: Executive Vice President, officers in charge of business planning, 
capital investment, and marketing, heads of steelworks, etc.

Areas of deliberation/reporting: Digital strategy, important items, evaluation of results, etc.

Head office divisions, steelworks

Business Process 
Innovation Team

Data Science Project 
Department

IT Innovation Leading 
Department

CoordinationCoordination

Group CSR Council Group Management 
Strategy Committee

Management Committee

JFE Group security management structure

Declaration of Cybersecurity Management JFE Group security governance structure

In line with the Declaration of Cybersecurity Management, we are strengthening our management-led cybersecurity countermeasures, 
primarily at JFE-SIRT, in response to increasingly serious and sophisticated cyberthreats.

Designated as a DX-certified operator in recognition of ongoing management leadership based on digital governance
Selected as a DX stock (Competitive IT Strategy Company) for seven consecutive years

Evaluation of JFE Holdings’ digital governance by DX Stock Evaluation Committee

(DX Stock 2021)

1. Vision and business model

2. Strategy

2-1. 
Human resources, 
organization, 
corporate culture

2-2. Digital technologies

3. Results and 
major results index

4. Governance system

Standards for DX-certified operator designation

1. Management vision and business model

2. Strategy

2-1. Organization, structures, etc., for realization of strategy

2-2. Use of digital technologies for realization of strategy

3. Results and major results index

4．Governance system

Digital governance

Security management

Consideration of security 
platform
Introduction to Group 
companies

System monitoring
Accident responses
Coordination with 
outside institutions

Common platforms Incident responses

JFE-SIRT*1

Formulation of regulations 
and standards
Training/drills
Audits

Rule formulation and 
application

Cybersecurity monitoring initiatives

Proposed themes for consideration

Construction of a CO2 emissions management system

DX in the logistics supply chain

Timely and efficient emissions management
Use of data analysis to reduce emissions

Integrated linkage of manufacturing, sales, and logistics information
Enhanced CS and efficiency with lower logistics costs and CO2 reductions

Details

In addition to initiatives at each operating company and the Group’s security countermeasures, 
specific Groupwide themes will be considered going forward.

Contributing to society with the world’s most innovative technologyCorporate vision

Initiatives going forward

Initiatives being strengthened further

Message from JFE-SIRT 

We again had numerous reports of damage from cyberattacks and hacks during 2021. In addition 
to cases overseas that led to pipelines coming to a halt and affecting social and economic 
activity, many cases in Japan forced companies to cease operations.
 Today, networks and the Internet in particular are indispensable tools and infrastructure for 
social and economic activity. At the same time, information can be stolen if those tools are 
breached, and some organizations use them as weapons to disrupt society.
 We recognize that we face dangers and that DX and cybersecurity are two sides of the same 
coin, and we will work to strengthen our people, organization, and technologies. Ken Sakata

Team Leader, JFE-SIRT
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System monitoring overview

365-day, 24-hour monitoring of 60,000 nodes 
including mission-critical systems, servers, and 
terminals in Japan and overseas

Detects suspicious behavior and signs of infiltration, 
carries out initial response through to containment

Action plan
Impact study
Eradication 
response

 JFE Group SOC* 
(JFE Systems)

Steel Engineering Shoji

Group companies Group companies Group companies

JFE Group 
Chief Information Security Officer

* SOC: Security 
Operation Center. 
The organization that 
monitors networks 
and devices by 
detecting and 
analyzing cyberattacks 
and advising how to 
respond

*1 JFE-SIRT: A CSIRT*2 responsible for responding to incidents of information 
security, as well as planning, proposing, and promoting Groupwide 
measures, auditing Group companies, and reviewing security policy

*2 CSIRT: Computer Security Incident Response Team. A general term for a 
group that responds to internal computer security-related incidents

Major accidents
report

Response 
guidance

Incident response team

Direction and supervision
Reporting on policies, action plans, etc.

Board of Directors

JFE-SIRT

Planning and proposals

Auditing and monitoring
Reporting

Decision 
making

Execution

Group companies

Group CSR Council  Chair: CEO (President)
Regular reporting and deliberation (sharing of risk information)

JFE Group Information Security Committee
Chair: JFE Group Chief Information Security Officer*

* Chief Information 
Security Officer 
(CISO): The officer in 
charge of information 
security, who is 
responsible for 
information 
management and use 
within companies and 
organizations

The JFE Group considers DX an important management issue to be pursued proactively

Security countermeasures are DX’s highest priority and will receive priority allocation of resources

Initiatives going forward will be proactively disclosed in reports, briefings, etc.
1. Recognize cybersecurity as a management issue

2. Determine management policies and declare intentions

3. Build internal and external systems and implement 

security measures

4. Encourage widespread use of cybersafe products, 

systems, and services

5. Help build safe and secure ecosystems
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